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Abstract 
This paper covers one of the issues in Security Management, which is that people react more on their perceived risk rather than 
on their real risk. Previous researches on Risk Homeostasis Theory have demonstrated that users' behavior is driven by perceived 
risk rather than accepted risk. The present work is designed to be the first one to consider that users’ behavior is a mix between 
perceived risk and accepted risk. This research defines two dimensions of risk analysis and we have designed a Real and 
Perceived Risk Test (RPRT) measuring Prudent vs. Risky behavior and feeling safe vs. at Risk; then this work introduces the 
idea that there are four types of personality depending on the perceived degree of risk and the real and accepted degree of risk: 
Conscious, Paranoiac, Unconcerned, and Paradoxal (CPUP). We have applied the RPRT on a specific breach of data privacy: the 
commercial exploitation of social media personal data. We have managed a survey on 18-24 year old students in order to 
understand their awareness on privacy. As findings of the RPRT, we have identified several factors such as that data sharing level 
is independent from the Real exposed risk; but dependent from the Perceived Risk, yet the factor of data disclosing level is 
independent from the Perceived risk but dependent from Real risk and finally that the use of Social Media sign on is dependent 
from both the Real and the Perceived risk. 
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1. Introduction  
This paper starts with one of the issues in Security Management, which is that people react more on their 
perceived risk rather than their real risk. In this section, we will be introducing the Risk Homeostasis Theory to 
support our discussion and we will be applying it to a specific breach of data privacy: the commercial exploitation of 
social media personal data.  
Previous researches on Risk Homeostasis Theory have demonstrated that users' behavior is driven by perceived 
risk rather than accepted risk. The present work is designed to be the first one to consider that users’ behavior is a 
mix between perceived risk and accepted risk. This research introduces the idea that there are four types of 
personality depending on the perceived degree of risk and the real and accepted degree of risk. The present findings
demonstrate that the surveyed population of students is fairly distributed among the four types of personality with 
notable exceptions. The present research is therefore intended to make contributions to the literatures on security and 
risk management.  
Our model defines two dimensions of risk analysis and we designed a Real and Perceived Risk Test (RPRP) 
measuring Prudent vs. Risky behavior and feeling safe vs. at Risk. Four personalities depending on the four 
quadrants Conscious, Paranoiac, Unconcerned, and Paradoxal (CPUP). We managed a survey on 18-24 year old 
students to understand their awareness on privacy. Firstly, we will be studying the regulatory and contractual 
frameworks surrounding the user. The contract that binds the user to a social media platform can be qualified as a 
consumer contract and as such, most of the clauses that deprive the user of his faculty of limitation of the use of his/ 
her personal data are abusive. Secondly, we will be measuring the prudent versus risky behavior within this 
framework through a survey. The later aims to determine how people use the available juridical framework to 
protect their data privacy. Then, we will analyze several factors correlated with Real and perceived risk on a 
population of university students using mobile apps.
1.1. Personal data and overview of data privacy indexes 
The common definition of personal information according to OECD Privacy Principles1 is any data that can lead 
to the identification of an individual, either alone or when combined with other identifying information. There are 
two kinds of data that help in identifying individuals’ behaviors, based on their pattern of movement. Online 
communication platforms allow Internet users to join or create networks and to voluntarily share personal 
information, opinions and common interests with other Internet users. General principles of law recognize a general 
right for privacy in any interaction with society. Privacy rights are a balance between the need to identify citizens in 
their interaction with the society and the legitimate need for anonymity2. The information law portal Data Guidance 
proposes a Data Privacy Index. This index is a risk score per country based on the severity of the data protection 
regime3. EMC Privacy Index4, it measures the willingness to trade privacy for greater convenience online. EMC2 
has identified three paradoxes.  
- No Trade paradox: users want greater convenience without trading personal privacy; 
- No Action paradox: most users take no action to protect their privacy, yet claim they value privacy but put the 
responsibility on other stakeholders; 
- Social sharing paradox: most users share freely their privacy, yet claim they value privacy. 
Finally, the company Truste has done a survey on Smart Phone users and has identified similar trends5: most of 
the respondents expressed significant concerns about their data privacy on Internet and when using mobile apps in 
particular. Users want more control over their data: they expressed a strong desire for better awareness on the use of 
their personal data. 
1.2. Risk Homeostasis Theory in Information Security 
Risk homeostasis theory is a risk management theory suggested by Wilde 6 that claims that individuals adjust their 
risk-taking behavior towards their target level of perceived risk. Any individuals have their own acceptable target 
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level of perceived risk. If their perceived risk increases, they take measures to lower it to an acceptable level. 
Conversely, if their perceived risk is too low they will introduce more risk into the situation in order to raise the 
level of perceived risk at the targeted level. Thus, a homeostatic effect is achieved through the constant adjustment 
of perceived risk. Pattinson 7, 8 has introduced the theory of risk homeostasis to information security; individuals will 
take riskier actions when they perceive the environment to be safer. The introduction of innovations in security are 
lowering the perceived risk of the users, incidentally some users might switch to a riskier behavior. This reduction of 
predicted benefit from security innovation is referred to as the Peltzman effect 9; but user risky behavioral offsets are 
less than the direct effect of introducing a security innovation. The perceptions of risk by the individual may differ 
greatly from the actual risk. Despite awareness of information security breaches in the news and the overwhelming 
statistics that a data breach is likely, people still have difficulty accepting that a breach could happen to them. The 
manner in which people see the risks associated with information security determines what decisions they will make 
regarding the actions they will take. Heimer 10  Gilbert 11 and Schneier 12 have identified some important factors on 
risk perception that create differences between perceived and actual risk, and how it explains many seemingly 
perverse security trade-offs. We introduce three realms to group the different contexts when a user has to evaluate 
his/her risk: 
a. Distortion of Habitus: People who are familiar with a risk, repeatedly exposed to it and are used to mitigate it. 
Conversely people are overestimating an exceptional or impressive risk.  
b. Time distortion: People under-react to a slowly growing risk or to a long-term risk. Conversely, people overreact 
to immediate risk. 
c. Distortion of spirit: People overreact to risks that are personified, intentional, amoral or mediatized. Conversely, 
people under react to hazard or natural risks. 
1.3. Model of Real and Perceived risk Test (RPRT) 
Our suggested model defines two dimensions: a first dimension representing the Real risk and measuring the 
Prudent vs. Risky behavior of a user on how he/she is managing the settings of an account and a second dimension 
representing the Perceived risk and measuring the feeling to be safe vs. at risk. We consider that those two 
dimensions are independent and we define four personalities depending on the four quadrants of the RPRT: 
Conscious, Paranoiac, Unconcerned, and Paradoxal (CPUP). We qualify a person as Conscious when he/she is 
prudent and feeling safe; Paranoiac when he/she is prudent and feeling at risk; Unconcerned when he/she has a risky 
behavior and feeling safe; Paradoxal when he/she has a risky behavior and feeling at risk (Table 1).
Table 1. Characters per Quadrant. 
Behavior Feeling Safe Feeling At Risk
Prudent Conscious Paranoiac
Risky Unconcerned Paradoxal
We developed a Real and Perceived risk Test (RPRT) based on a survey to measure the two dimensions:  the real 
risk (Prudent vs. Risky behavior) and the perceived risk (Feeling safe vs. at Risk). Each dimension is composed by 
several independent questions with a 3-point scale, the composite score is computed based on a 3-point scale:  Yes (-
1), Not concerned (0), No (+1). Several questions are in reverse scale. The measure of Real Risk to test Prudent vs. 
Risky Behavior is composed by the following questions: 
- I read and understand mobile privacy before downloading an app. 
- I have ever changed the privacy level on your social media account. 
- I have ever read the conditions of usage of social media account about your data. 
The measure of the Perceived Risk to test Feeling safe vs. at Risk is composed by the following questions: 
- I have concerns about data privacy when using mobile apps. 
- I feel you have control over how my personal information is collected and used via mobile devices and apps. 
(Reverse Scale) 
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- I feel comfortable with the idea of advertiser tracking and targeted mobile ads. (Reverse Scale) 
- I feel comfortable to share your location with app. (Reverse Scale) 
- With my current settings I think I am tracked for advertising. 
- I feel comfortable to share your contacts with an app. (Reverse Scale) 
First, we wanted to know how is distributed the population in those four personalities. Second, we decided to 
characterize those four types with the following factors: Gender, age, level of internet activity, level of sharing 
information, level of disclosing personal information and convenience to use a single-sign on. 
1.4. Methodology of the Survey on Real and Perceived privacy risk by the youth 
There is an expansion of personal information-gathering in electronic records. It is especially dangerous due to 
the reliance of the personal information collected during years. In fact, all the online information gathered by 
organizations will be merged and mined in order to create a pattern of behavior relevant to the organization’s
purposes and sort the individuals in organizations. Moreover, this work is in line with several previous studies 
concerning the impact of Internet on the 18-24 year old students. The proposed survey targets University students 
and their participation in social media. Since we live in an IT- society, information has become easily reproducible 
and flows quickly in a variety of directions. The survey aims to tackle the knowledge by the young users of the data 
mining and social sorting processes of their personal data. Our case study focuses on the student awareness on 
privacy on a sample of students of a private university located in Lebanon. 
Procedure and Task: An online questionnaire was adapted from a US 2011’Consumer privacy survey from 
Trustee to evaluate Lebanon students during Fall 2014 semester on the whole campus. The risk composite score is 
based on a mapping from -1, 0 and 1 of a Likert Scale. The distance between each attribute is assumed equal 
intervals and therefore the quantitative measures assigned to the qualitative attributes will be used in parametric 
tests. The reliability of the scale was measured with Cronbach’s alpha; Cronbach’s alpha was in the acceptable range 
of 0.82.
Treatment of Data: Blue System (Explorance) was used to collect the survey responses and processing the data 
for ease and accuracy.  
Participants of the survey: The respondents are in the range of 18-24 years old. 92% have a Facebook account, 
61% of them are using Facebook every day. The respondents are slightly over representing male (53%) population. 
The young generation spends more time on non-calling activities. Texting (28%) and social networking (27%) are 
the main activities on mobile phones far above making calls (15%), emailing (7%), surfing (13%), and gaming (8%) 
are also common smart phone activities. 
Validity: The sample size required for a specified level of confidence in the result with a specified degree of 
sampling error is calculated based on a formula in relation to a population of a specified size 13. But Cook et al 14
and Draugalis et al 15 point out that response representativeness can compensate a low response rate in web-based 
survey research. Several case studies 16, 17, 18 have presented low response rates for online opinion surveys and 
identified a small effect of non-response error indicating adequate representativeness of their sample. With 306 
respondents the survey fulfill and are far above liberal conditions of 10% sampling error and 80% confidence level 
as per defined by Nulty 19. The bigger non response error bias will be to over represent the opinion of intensive users 
of Internet over the opinion of less frequent users and non-users. 
2. Legislative impact on privacy protection and risks 
Almost all countries worldwide recognize a constitutional right to privacy. After an overview of the main laws 
and treaties, we want to present briefly an index measuring the effectiveness of the privacy law per country. 
308   Lionel Khalil and Nancy Abi Karam /  Procedia Computer Science  65 ( 2015 )  304 – 313 
2.1. The Legislative Protection of Privacy 
The US and many European countries have approved laws dedicated to regulate surveillance of personal data and 
protect citizens’ privacy 20. Privacy is widely protected since 1980 by national laws and more generally thanks to the 
guidance of the model law from the OECD Privacy Guidelines of 1980 21 and the APEC Privacy Framework of 
2004 22. The protection of the online personal data has become the major concern of all the private and public 
stakeholders. 
On a worldwide scale, the United Nations has supported protection of privacy by backing up a draft resolution 23,
prepared by Brazil and Germany, and titled “The right to privacy in the digital age”. European countries have 
treated the right for privacy as a political imperative, anchored in the Article 8 of the Charter of fundamental rights 
of the European Union . Indeed one of the keystones of the international legal framework in Privacy is the first 
binding instrument pursuant to the protection of personal data: the convention for the protection of individuals with 
regard to automatic processing of personal data adopted by the Council of Europe on the 28th of January 1981. On 
the European Union’s level, many directives regarding the personal data have been adopted since 1995, knowing 
that the reference text in the matter is the Directive 95/46/EC of the European Parliament and of the Council of 24 
October 1995 on the protection of individuals with regard to the processing of personal data and on the free 
movement of such data. Finally, since the majority of the personal information transfers involve the United States 
and a European country, member of the European Union, worthy of note is the existence of an agreement in the 
matter between those two entities: “the safe harbor agreement”. It is designed to protect European personal data 
transferred to USA and contains seven protective principles 24. 
2.2. Data Guidance’s Data Privacy Index
As we said in the introduction, the law portal Data Guidance based on a risk score model has designed a Data 
Privacy Index. The Risk Score model evaluates for each country the effectiveness of the legal data protection. This 
dimension couldn’t be measured in the survey, because all the respondents are in the same country.
3. Level of awareness on Social media membership terms 
It aims to have a better understanding on the first dimension of the model representing the Real risk. This 
dimension is qualifying with a Prudent vs. Risky behavior a user on how he/she is managing the settings of an 
account. First, we have reviewed the legal qualification of Social membership terms and we have measured in our 
survey the level of awareness of the social membership terms. 
3.1. Social media and collection of personal data 
The majority of the social media offers free services by allowing their users to create a personal page, 
administrating its content (videos, photos) in exchange with the collection and exploitation of the personal data of 
the users. The contract that binds the user to a Social media platform like Facebook consists in concluding a 
membership agreement in which the user is deprived of his faculty of negotiating or of modifying the general 
provisions of the contract 25. To open a social media account, a user has to approve a large number of terms in 
addition to other documents which are referred to in these “terms and conditions”, that concern other information 
like the data use policy, the payment terms, platform policies, advertising guidelines.  
3.2. Qualification of the General Conditions as a Consumer Contract 
Legal elements lead us to qualify the contract concluded between the user and a social platform as a consumer 
contract. By definition, a consumer contract is a contract concluded between a professional and a consumer. Any 
social media, like Facebook, is considered as a professional party even if it is not directly but indirectly being 
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remunerated by the user as the consumer. Being a consumer contract, the Lebanese law n°659 of the 4th of February 
2005 concerning the protection of the consumers is applicable and limits the application of unfair terms.
3.3. Invalidation of unfair clause in the General Conditions 
In order to protect the Lebanese users who have signed consciously or unconsciously the terms of the article 2 
granting usage of the personal data to Facebook, the Lebanese judge can qualify the clause in a consumer contract of 
an unfair clause and invalidate its disposition. According to article 26 of the law n°659 of the 4th of February 2005, 
are considered unfair clauses, all the clauses that aim or may conduct to disequilibrium between the rights and 
obligations of both the professional and the consumer in disfavor of the consumer. In fact, according to article 2 of 
the terms and conditions of Facebook, concerning the content that is covered by intellectual property rights, the 
Facebook user grants Facebook a non-exclusive, transferable, sub-licensable, royalty-free, worldwide license to use 
any content that the user posts on Facebook like photos, videos… The judge might rule that those standard terms 
that Facebook uses for all customers are unfair and might invalidate them because they give Facebook an unfair 
advantage over the users to take away privacy legal rights.  
3.4. User’s Awareness of the General Conditions: the No Action paradox
The survey highlighted again the no Action paradox: most users take no action to protect their privacy, yet claim 
they value privacy. In practice the user rarely reads those conditions. According to a study 26 completed in the 
United States, the time estimated to only read the Data User Policy of Facebook is between 181 hours and 304 
hours. In their study on the EMC Privacy Index, EMC2 has identified that in the Middle East; only 51% of the users 
read privacy statement and 58% of them customize their privacy settings (67% on average worldwide). Truste has 
found in his survey covering the USA in 2011 that 42% of the users have read mobile privacy policies for apps 
before they download them. In our survey, only 40% of the users read privacy policy before downloading an app. 
Only 35% have ever read the conditions of usage of their data by their social media but 78% have changed the 
privacy level on their social media. Only 15% know the DNT (Do not Track) system expressing their preference 
regarding tracking on Internet. Meanwhile as a paradox concerns for Privacy of the Data are high in our survey. A 
majority of users feel they do not have a choice about the collection and use of their personal data information by an 
application. 77% have concerns about data privacy when using mobile apps and only 49% feel that they have 
control over how their personal information is collected and used via mobile devices and apps.  
4. Measures of the Real and Perceived Risk Tests (RPRT) 
Based on the results of our survey we managed to measure the two Tests: Prudent vs. Risky behavior tests and 
Feeling safe vs. at Risk Test. First, we will analyze the distribution of the population in four personalities:  
Conscious, Paranoiac, Unconcerned, and Paradoxal. Then, we will characterize those four types with the following 
factors: Gender, Age, Level of Internet activity, Level of sharing information, Level of disclosing personal 
information, and Convenience to use a single-sign on. 
4.1. Distribution of the four personalities 
Based on the results of the survey we can identify the four quadrants. In the Real Risk Test negative results 
correspond to Prudent and positive to Risky Behavior; in the Perceived Risk Test, negative results correspond to 
feeling safe and positive to feeling at Risk. In Table 2, we found the CPUP distribution and that 19 % are Conscious, 
22% Paranoiac, 16% Unconcerned, and 21% Paradoxal. The Unconcerned are significantly underrepresented in our 
surveyed population. Table 3 presents the Gender distribution. Both sex are equally represented (49%). 48 % of 
Conscious are Female, 53% of Paranoiac; 43% of Unconcerned, and 54% of Paradoxal. The gender discrimination 
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is visible in both axes Real and Perceived risk: Female population is feeling more at risk than male population and is 
more prudent than Male too.  
     Table 2. Population distribution per Quadrant. 
Behavior Feeling Safe Neutral Feeling At Risk Total
Prudent 19% 6% 22% 47%
Neutral 7% 2% 2% 10%
Risky 16% 6% 21% 43%
Total 42% 13% 45% 100%
Consequently, the population of Paranoiac and Paradoxal are female at majority, and the population of Conscious 
and Unconcerned are male at majority. 
     Table 3. Gender distribution per Quadrant (% of Female vs Male) 
Behavior Feeling Safe Neutral Feeling At Risk Total
Prudent 48% 65% 53% 52%
Neutral 30% 40% 80% 39%
Risky 43% 44% 54% 49%
Total 43% 53% 54% 49%
Age distribution is at an average of 20.5 years and there is no significant difference in the four quadrants (Table 
4).
     Table 4. Age distribution in years 
Behavior Feeling Safe Neutral Feeling At Risk Total
Prudent 20.4 21.2 20.6 20.6
Neutral 19.5 20 22 19.9
Risky 20.1 20.2 20.7 20.4
Total 20.1 20.6 20.7 20.5
4.2. The four personalities and other factors related to social media 
Based on our survey we will analyze the four personalities based on the following factors related to social media: 
Level of internet activity, level of sharing information, level of disclosing personal information, and convenience to 
use a single-sign on. Table 5 presents measures for the CPUP in a scale from 1 to 6 measuring the intensity of 
internet Activity: Conscious are at an average of 2.61, Paranoiac are at an average of 2.41; Unconcerned are at an 
average of 2.20, and Paradoxal are at an average of 2.37. A deeper analysis confirms that the distribution of the level 
of activity is fairly similar (minimum, maximum, average) in all four quadrants. 
     Table 5. Internet Activity (scale 1-6)
Behavior Feeling Safe Neutral Feeling At Risk Total
Prudent 2.61 2.18 2.41 2.46
Neutral 1.93 2.64 1.57 1.98
Risky 2.20 2.53 2.37 2.33
Total 2.34 2.39 2.36 2.36
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Table 6 presents measures for the CPUP in a scale from 1 to 5 measuring the Sharing level that Conscious are at 
an average of 2.57, Paranoiac are at an average of 2.08; Unconcerned are at an average of 2.72, and Paradoxal are at 
an average of 1.94. A deeper analysis confirms that the distribution of the level of activity is fairly independent from 
the behavior axe; yet significantly linked to the Feeling Safe or at risk. People at Risk share less information than 
people feeling safe. The major issues to share information highlighted here are centered on a perceived lack of 
control over the collection and the use of personal data although the absence of incidence of their personal 
behavioral. 
     Table 6. Sharing level (scale 1-5)
Behavior Feeling Safe Neutral Feeling At Risk Total
Prudent 2.57 2.12 2.08 2.29 
Neutral 2.86 2.54 2.27 2.73 
Risky 2.72 2.89 1.94 2.36 
Total 2.68 2.50 2.02 2.36 
Table 7 presents measures for the CPUP in a scale from 1 to 5 measuring the Disclosing level that Conscious are 
at an average of 2.60, Paranoiac are at an average of 2.58, Unconcerned are at an average of 2.88 and Paradoxal are 
at an average of 2.87. A deeper analysis confirms that the distribution of the level of activity is fairly independent 
from the Feeling axe; yet significantly linked to the Prudent vs Risky Behavior. Prudent people tend to disclose less 
information than risky people. 
     Table 7. Disclosing level (scale 1-8)
Behavior Feeling Safe Neutral Feeling At Risk Total
Prudent 2.60 2.92 2.58 2.63
Neutral 2.43 2.53 0.82 2.20
Risky 2.88 1.94 2.87 2.75
Total 2.68 2.45 2.66 2.64
Users are in need for more awareness on the privacy protection policies. 80% of the users are more sensitive to 
privacy and security rather than convenience when an app asks to sign in with social media credentials (Facebook, 
LinkedIn, Instagram, G+). In Table 8, we present measures for the CPUP in a scale from 1 to 5 measuring the 
percent of the users confident in using social media Sign on that Conscious are at 15%, Paranoiac are at 21%, 
Unconcerned are at 24%, and Paradoxal are at 39%. A deeper analysis confirms that the confidence in the use of 
Social media sign-on is fairly dependent from both axes. More users are feeling at risk, more they are using Social 
media Sign on, yet more they have a risky behavior, more they are using Social media Sign on. 
Table 8. Confident in the use of Social media Sign on 
Behavior Feeling Safe Neutral Feeling At Risk Total
Prudent 15% 14% 21% 15%
Neutral 35% 20% 0% 27%
Risky 24% 21% 39% 24%
Total 21% 18% 26% 20%
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5. Conclusion 
The generalization of monitoring data records drives the legislative efforts to ensure the protection of privacy 
rights. Claims of privacy’s violation increase with public discomfort over the lack of appropriateness between the 
level of data recorded and the incidental usage of this data. In practice, social media membership terms might fall 
under consumer protection act depending on the country’s legislation. Incidentally, the terms of use of collected 
personal data should be limited. Most of the young users expressed significant concern about their data privacy in 
our survey. Users want more control over their data: they expressed a strong desire for better awareness on the use 
of their personal data. We suggested a model to measure Real and Perceived Risk Tests through a survey. We 
defined four personalities depending on the four quadrants of the RPRT: Conscious, Paranoiac, Unconcerned, and 
Paradoxal (CPUP). We have identified that sharing level is independent from the real risk but dependent from the 
perceived risk, yet disclosing level is independent from the perceived risk but dependent from real risk. The use of 
Social Media sign on is dependent from both the real and the perceived risk. 
The work performed in this project provides basis for future research in IT risk management. The model in this 
paper lays the groundwork for a good understanding of user’s behavior in terms of risk apprehension. Initial survey 
from this study seems to support this claim. Some natural extensions to this work would definitely help in expanding 
and strengthening the model of Real and Perceived Risk Tests. The study on students located in the same country 
described in this work have showed that the Real and Perceived Risk Tests is efficient to characterize four types of 
characters (Conscious, Paranoiac, Unconcerned, and Paradoxal). However, further evaluations should be performed 
to explore the similarities and uncover possible differences with other ranges of age and country’s location. Another 
area for further exploration is the effect of different risk factors on Real and Perceived Risk. If we selected apps and 
social networks in this survey, many potential factors can undoubtedly be identified in unsolicited emails, e-
payments or e-banking. 
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